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Application Security:
The New Attack Vectors
Daniel Shechter, CEO, Miggo Security
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Meet the Speaker

Daniel Shechter - Co-founder and CEO of Miggo Security

Trying to find a vaccination to the current application attacks plague 

Redefining AppSec for the modern “shared responsibilityˮ state
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Part 1

Attackers ❤ Applications
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Of cyber attacks 
are targeting the 
application layer

Verizon DBIR, 2023

%
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Successful application breaches 
tripled  over the last few years

% of breaches initiated by web applications

3X

20162023, DBIR
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Part 2

Modern applications donʼt make security simpler



Distribution Velocity Dependency
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Interdependencies 
between code, infra, 

and 3rd parties expand 
the attack surface

Most organizations are unaware of their true vulnerabilities, 
and blind to an actual application attack

1

"Shared responsibility" 
model blurs ownership, 
leading to detection and 

remediation gaps

2 3

Rapid changes 
introduce vulnerabilities 
faster than patches can 

be applied

Applications Open Doors, and Attackers Exploit the Complexity



Apps before the cloud … …Apps in the Cloud

| Confidential and proprietary

Increased and distributed attack surface 1



Rapidly changing environment

Code deployment cycles1

1.  Crowdstrike State of Application Security Report 2024

2

71%
Deploy new code 

once a week or daily



Third-parties took over the party - “Shared Responsibilityˮ

3rd-party 
code

3rd-party 
APIs

1st-party 
code

3rd-party 
Applications 
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The bottom line:

Modern application environments are exponentially more 
complicated to stay in control of, 

due to the ever increasing amount of interdependent connections

Do you have good grasp of how your application ecosystem works? 
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Part 3

Attackers exploit slow patching cycles and lack of 

application runtime context to bypass detections



SDLC Cloud infra

SecOps

ASPM

Application layer

CDR/ CNAPPEDR

Proxy CDN

XDR SIEM

SAST DAST SCA

API GW & 
Security

Devops, R&D

Vuln mgmt WAF

Bot Mgmt DDoS Defense

Container 
SecurityCSPM

Multiple solutions around the application layer have no visibility 
into the in-application interactions and context in runtime

Operations
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Kong Ingress
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Cloudflare

PostgreSQL

Frontend

User Service

REDIS

Internet

     Checkout 
Service

     Fraud Service
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AWS ALB

Attacker view: Exploiting drifts, interdependency, 
trust chains and low patching velocity
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Attacker view: Exploiting drifts, interdependency,
trust chains and low patching velocity

         
Cloudflare Kong Ingress

PostgreSQL

Frontend

User Service

REDIS

Internet

     Checkout 
Service

     Fraud Service
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AWS ALBWAF bypass

Implementation error

Unpatched “Medium” 1-day

Application 
proxying

Direct access

API drift

3rd-party vuln. library

3rd-party service 
direct access

3rd-party 
package supply- 
chain

3rd-party 



Distributed Architecture:
Request smuggling

Initial access Exploitation Lateral Movement Impact

Unlocked: New attack primitives in every stage

Application drifts: 
unintentional internet 
exposure

3rd party dependencies: 
unmonitored packages 
and subprocessors

Unpatched 1-days

Supply Chain Risks: 
Zero-days in third-party 
components

WAF Gaps: Coverage 
and config issues

“Shared Responsibility :ˮ 
Misunderstandings create 
security gaps

Application Proxying: 
"Living-off-the-land" 
within appsMisconfigured APIs: 

Weak/Missing Auth 

Data Exfiltration: Theft 
of sensitive information

Web Shells: invisible hold 
in the environment

Ransomware attacks
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Real world Example: The MOVEit Breach



1

19

Bypassing WAF through smuggling SQLi parts:
unfold only within the App
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How could an external tool identify an anomaly?
20

Taking advantage of serialization vulnerability for RCE
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Utilizing App WebShell to proxy “legitimateˮ requests



Real world example: 
Shared responsibility authentication bypass in AWS

AWS ALB

`
`

Application

 VPC

john@acme.com

User

Identity Provider

 IDP Token  ALB Token

`
`

AWS shared
Public Key Server

ALB #1

ALB #2

ALB #3
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`
`

Application

 AWS VPC

AWS ALB

Shared responsibility = who’s accountable?
Signer Misconfig - exploiting shared keys
No ALB “Signer” Validation

● Per-Application code change
● +95% are vulnerable

 ALB Token

 ALB Token
Attacker

email:  john@acme.com
scope: openid email

kid:      <kid>
issuer: Attacker IDP

signer: 

email: …..
scope: …..
kid:      ......
issuer: <IDP>

signer:

 ALB Token

`
`

AWS shared
Public Key Server

ALB #1

ALB #2

ALB #3

…
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`
`

Application

 VPC

AWS ALB

Bypassing authentication through implementation vulnerability and 
misconfiguration

`
`

AWS shared
Public Key Server

ALB #1

ALB #2

ALB #3

 ALB Token

Attacker

#1 Security groups Misconfig

#2 Bypass 
(Request Smuggling, SSRF)

Attacker

 ALB Token

#3 Lateral 
movement

 ALB Token

Security 
Groups

24

● How can an attacker exploit this?
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Enhancing Application Security in a Distributed Environment

1. Enhance real-time visibility across your application environment to 
increase control and reduce blind spots.

2. Identify and monitor interdependency weak points in critical functions to 
prevent unintended drifts in structure and behavior 

3. Focus on runtime application security, addressing actual risks over static 
vulnerabilities to minimize exploitable gaps.

4. Automate threat detection and response to mitigate exploitation caused 
by slow patching cycles and unknown threats.
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Letʼs stop  
application 
breaches
NY metro joint cyber security conference 
September 2024

www.miggo.io
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